There are few watermarking algorithms for color images. In most traditional watermarking algorithms, transforms are applied to each component of the color model individually resulting in less robust experimental results. Therefore, we propose a color image watermarking algorithm which is a high-dimensional algorithm. First, Octonion Discrete Cosine Transform (ODCT) and its inverter transform (IODCT) are proven. Then, a novel color image watermarking technique based on ODCT is proposed. Experimental results show that it not only has good anti to compression ability, but also has robustness to noise, filtering and rotation attacks.
Introduction
A digital watermark is a kind of marker covertly embedded in a noise-tolerant signal such as an image, video or image data, which is typically used to verify the authenticity or integrity of the carrier signal or to show the identity of its owners. Digital watermarking technology has developed rapidly since 1993 because of its important position in information security. There are many research achievements, and many papers have been published on digital watermarking [1] . Moreover, influential international conferences and academic journals have also been published about digital watermarking [2] .
Due to high precision, small data redundancy and high compression ratio, watermarking techniques for high-dimensional data are difficult to apply. Color image is an important part of the digital information, and researches on color image watermarking algorithms have attracted much attention recently [3] [4] [5] [6] . Commonly used methods for watermarking are conducted in the transform domain, mainly include Discrete Cosine Transform (DCT), Discrete Wavelet Transform (DWT) and Discrete Fourier Transform (DFT). Therefore, the color models which are used by these algorithms are RGB model, HSI model, YCbCr model and YIQ model. The components from the above algorithms are regarded as independent area for watermark embedding. However, it is low in efficiency.
Since Ell and Sangwine applied Quaternion theory to color image processing in 1992, there have been more and more color image watermarking algorithms [7] , [8] . Nowadays, Quaternion has been widely applied to many fields of the color image processing, such as color image edge detection [9] , filtering [10] , encryption of digital watermarking [11] and color image matching [12] . Compared with traditional color image processing, color image processing based on Quaternion is a multi-channel method. Thus, it has a great advantage in computing space and retaining color image the relationship between each channel of color image.
However, high-dimensional data may be more complex than three-dimensional data, and a method for higher dimensional data must be put forward also. Only using the Quaternion theory is not enough. With the development of high-dimensional mathematical theory, even new high-dimensional data watermarking algorithms have attracted much attention. Recently, the development of octonion theory has provided a new idea for high-dimensional watermarking algorithms. Therefore, on the one hand, Octonion Discrete Cosine Transform(ODCT) and its inverter transform are proven; on the other hand, color image watermarking algorithm based on ODCT is also put forward.
Experiments show that color image watermarking algorithm based on ODCT is good at self-adaptability, robustness and invisibility.
Related Works

Arnold Scrambling
The purpose of image scrambling is to disorder the image information that eliminate the spatial correlation between pixels and avoid the tampering with the image by attackers. There are many commonly used methods of Scrambling, such as Arnold transformation, Hilbert curve and affine transformation [13] . Arnold transform algorithm is simple and after multiple transformations, image scrambling will return to the original image. Thus, this algorithm is chosen for scrambling the watermark image while attackers did not know the watermark scrambling frequency. Therefore, although attackers extracted the scrambling watermark image from watermark image, it was very difficult to transform scrambling images into meaningful watermark information.
For any NN  matrix, i and j are the original subscript in the matrix elements. After Arnold transform, the new subscript are ' i and ' j . Therefore, Arnold transform is defined as:
where , 0,1, 1 i j N =  − . Matrix will be back to the original state after several transformations. The period T relates to the size of N . Set i and j begin from a point, and it will return to the beginning point after experience several times which is called as period T . Octonion algebra is an alternative algebra; this means that the subalgebra generated by any two elements is associative.
Octonion Discrete Cosine Transform
Call the object   ( ) ( )
,,
x y z xy z x yz =− to be an associator of x , y and z , then for any ,, For Octonion analysis and related transform, the Octonion Fast Fourier Transform (OFFT) was proposed [15] . Therein, Octonion Fourier Transform is decomposed into four Plural Fourier Transforms use an existing Fast Fourier Transform [15] .
Nowadays, we define Octonion Discrete Cosine Transform of ( )
, f x y as follows: 
where u is a unit Octonion which mode is 1, and 2 1 u =− . The result will be different when u is different, and parameter u can be represented as 
where , () f x y is spatial domain, and (9); inverter transform of real parts is equation (10): ' ( , ) 
16
Volume 14, Number 1, January 2019 (11) Put each component of 2) Color watermark image is divided into , , , , , R G B H S I and Arnold transform will be applied to them respectively.
3) The six components of ( , ) f x y are divided into N blocks, the size of each block is 88  , each block is presented as a matrix of Octonion
, ... , x y is obtained from Octonion discrete cosine inverter transform (parameter u ).
7) All blocks ( ) ( )
, ' e f
x y are combined according to the sequence, and the color image embedded with watermark will be ( ) , ' f x y .
Watermark Extraction
The watermark extraction is the reverse process of watermark embedding, and the process of watermark extraction is shown in Fig. 2 The specific steps of the watermark extraction process are as follows:
1) The color image with watermark ( ) ' , f x y is divided into six parts, then these three parts are divide them into N blocks respectively. The size of each block is 88  , and mark them as 
2) Original color image carrier ( )
, f x y is divided into six parts, then divide them into N blocks respectively, the size of each block is 88  , and mark them as ( ) 
Experimental Results
The following is experiments about watermark embedding and extraction algorithm based on ODCT which are compared with the competing algorithm [16] . Fig. 3 is about the original carrier (one is Lena, the other is Peppers, both are 512×512×24) and original color watermark image (it is badge of South China Normal University, and its size is 64×64×24). The result of ODCT based algorithm will be shown by Fig. 3  and 4 . The robustness tests of watermarking are assessed by amplifying, noise, filtering, shearing, compressing, rotating and modifying attack to the embedded watermark image, and make a similarity test between the extracted watermark image and the original watermark image. Compared with competitive watermarking algorithm [16] , our algorithm has made some improvements. From the Table 1 , our algorithm is superior to the robustness and invisibility of the competitive algorithm [16] after rotation and modification etc.
Especially, the RGB model-based HIS model is considered by our algorithm. Octonion theory is first applied to color image watermarking. However, color image carriers is necessary in extraction process. In the future research, we will focus on extraction of watermarks without the original image carrier.
Conclusion
In this paper, the formula of Octonion Discrete Cosine Transform (ODCT) is defined. Moreover, the formula of Inverter Octonion Discrete Cosine Transform (IODCT) is also proved. Then, a color image watermarking algorithm based on ODCT is proposed: , , , , , R G B H S I of color image are transferred by ODCT, so that the watermark information is distributed to , , , , , R G B H S I components. This method not only good has good anti-compression ability, but also has strong robustness and invisibility in terms of noise, image scaling, filtering, rotation and geometric attacks.
Although this novel algorithm performs positive results in experiments, there are some issues must be fixed:
First, in watermark embedding process, the watermark embedding strength must be improved, to make the watermark embedding for the purpose to achieve better adaptability. Furthermore, better balance between watermark robustness and invisibility is achieved.
Second, color image carrier is needed by this algorithm in the watermark extraction process. In the future research, we will focus on how to extract the watermark without the original image carrier and embed multiple watermark images in color image in order to achieve the double protection of copyright and tamper.
